SC- 200 THREAT HUNTING // SENTINEL + DEFENDER ADVANCED HUNTI NG // 2026-07

SC'ZOO // KQL REFERENCE GUIDE EeIgiu;r;);first T:U:IE'[Oezr early T(ULrE\(;W schema

Schema-aware query construction, high-value operators, reusable hunts, joins, JSON, and speed rules.

01 // QUERY ANATOW // TABLE | OPERATOR 02 // SCHEMA FIRST // SENTINEL != DEFENDER 03 // JONS + PIVOTS // KEEP THE ATTACK STORY

DEFENDER ADVANCED HUNTI NG // Ti mest anp

| et | ookback = 24h;

Devi ceProcessEvent s
where Tinestanp > ago(| ookback)
where FileNane in~ ("powershell.exe", "pwsh.exe")

where ProcessCommandLi ne has_any ("Downl oadString", "Wbdient")
sumari ze Runs=count (), Devi ces=dcount (Deviceld),

Fi rst=ni n(Ti mestanp), Last=max(Ti mestanp) by Account Nane
where Runs >= 2
order by Runs desc

Read |eft to right: select atable, reduce rows, shape columns, aggregate, rank, then render or
operationalize. Each pipe receives the prior tabular result.

CORE OPERATORS // WHAT THEY DO

Devi ceProcessEvent s

Devi ceNet wor kEvent s

Devi ceFi | eEvent s

Devi ceRegi stryEvent s

Devi ceLogonEvent s

I dentitylLogonEvents
Email* / Ul dickEvents
Alertinfo + Al ertEvidence

SENTI NEL / LOG ANALYTICS //
SecurityEvent
Si gni nLogs / Audi t Logs

process creation and command lines let Mail = EmailAttachnent!nfo

connections, remote IP/URL/port

file create/modify/rename/delete
registry activity

device logon activity

identity authentication activity

mail, attachments, URLSs, clicks

alert metadata and implicated entities

Ti meCener at ed
Windows Security log
Entra sign-ins and directory audit

wher e filter rows T | where predicate Sysl og Linux/Unix events via AMA

proj ect select/compute cols HEEB & B CormonSecuri tyLog CEF network/security events via AMA
R append computed col | Clla) M AzureActivity subscription control-plane operations
summari ze aggregate/group summari ze count () by X OfficeActivity Microsoft 365 activity

di stinct unique combinations distinct A, B SecurityAl ert alert context

top sort + keep N top 10 by Count desc Securityl nci dent case context

sort/order order rows order by Tine desc Syntax is shared; tables, columns, retention, and supported functions can differ. Thelive
take/limt sample/limit rows take 20 schema paneisauthoritative.

join match tables join kind=inner (...) on Key

uni on stack table rows union T1, T2 QUERY RECI PE // HUNT W TH | NTENT

- expand array -> rows Y- GEgpen] | GEm State a falsifiable hypothesis and expected entity.

parse structure strings PR @ WE <00 Choose the narrowest table and confirm column types.

render visualize result render timechart

1

2

3  Set UTC lookback first; apply selective filters early.
4 Project only evidence needed for the next pivot.
5
6
7
8

MATCH SEMANTI CS // EXAM FAVORI TES

Summarize baseline/outlier; preserve raw examples.

has Indexed whole term. Prefer for words and better performance. Pivot by stable keys: Deviceld, AccountSid/UPN, SHA256, IP.
cont ai ns Arbitrary substring. Broader and usually more expensive. Validate benign causes; bookmark/save; map to ATT&CK.
==/ =~ Case-sensitive / case-insensitive equality Only then convert to analytics/custom detection logic.

in/ in~ Case-sensitive / case-insensitive membership. MVARI ZE // EVENTS | NTO SI GNA

*_cs Case-sensitive string operator; narrower and often faster.

TIME + NULLS + TYPES
- Defender queries use UTC. Bound every hunt: Timestamp > ago(7d). Sentinel

normally filters TimeGenerated. Fi rst=m n(Ti meGener at ed), Last=max(Ti meGenerated) by Account
- Bucket time with bin(TimeGenerated, 15m). Use between (start .. end) for a closed | where Failures > 20
range. | top 20 by Failures desc
- Cast explicitly: tostring(), toint(), todatetime(). Test with isempty(), isnotempty(),
isnull(), and coalesce().
- let names a scalar, table, or function; terminate each let statement with a semicolon.

SecurityEvent
| where TineGenerated > ago(24h) and Event|D == 4625
| summarize Failures=count(), Hosts=dcount(Conputer),

High-value aggregators: count(), countif(), dcount(), min/max(), make_set(), make_list(),
percentiles(), and arg_max(Time, *).

SC200- GUI DE- 02 SOURCES: [1] KQL quick ref [2] AH language [3] AH best practices [4] Study guide

| where Tinestanp > ago(7d)
| project SHA256, Reci pi ent Emai | Address, Networ kMessagel d;
Mai |
| join kind=inner (
Devi ceFi | eEvent s
| where Tinestanp > ago(7d)
| project SHA256, DeviceNane, FileNane, Tinestanp
) on SHA256
| project Tinmestanp, RecipientEmail Address, NetworkMessageld,
Devi ceNane, Fil eName, SHA256

JO N KIND // QUESTI ON WORDI NG - > SEMANTI CS

i nner All matching row pairs; preserves duplicates on the left.
Default; deduplicates left-side keys before matching.
All left rows plus any matches from the right.

leftanti Only left rows with no right-side match; great for gaps.

Filter and project both sides before joining. In Defender guidance, keep the smaller input on the
|eft. Rename keys before join when same-name columns are ambiguous.

DYNAM C JSON + ARRAYS

Devi ceEvent s
where Tinestanp > ago(1d)
where ActionType == "UsbDri veMunt"
extend af = parse_j son(Additional Fiel ds)
extend DrivelLetter=tostring(af.DrivelLetter)
proj ect Tinmestanp, DeviceName, DrivelLetter

i nneruni que
leftouter

Il one row per array el enent
T | nv-expand |tem = todynanmic(ltems)

PERFORVANCE // MAKE THE QUERY CHEAP FI RST

Name the table; avoid unscoped search or union. Search specific columns, not *.

- Apply time and selective predicates before parse, regex, summarize, join, or render.

- Prefer has to contains; prefer ==/ *_cs when case is known. Very short terms are not
indexed.

- Project only needed columns before a join. Use count or take while developing.

- Prefer parse/parse_json to regex extraction when the format allows it.

DEBUG + EXAM CHECKLI ST

No rows? Check portal, table, time column/window, case, nulls, and ingestion latency.

- Too many? Tighten entity, action type, threshold, and exclusions; inspect raw rows
before summarize.

- Wrong answer choices often use valid syntax with the wrong table/column or join
semantics.

- Custom detection requires more than a hunt: compatible result schema, cadence,
scope, and response actions.

Independent study aid - test queries against your tenant schema.


https://learn.microsoft.com/en-us/kusto/query/kql-quick-reference
https://learn.microsoft.com/en-us/defender-xdr/advanced-hunting-query-language
https://learn.microsoft.com/en-us/defender-xdr/advanced-hunting-best-practices
https://learn.microsoft.com/en-us/credentials/certifications/resources/study-guides/sc-200

